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CMS.gov Quick Reference Guide for Completing Annual Certification

1. Introduction

This guide provides an overview of CMS.gov Annual Certification process within Enterprise Identity Management (EIDM).
This document includes step-by-step instructions for Approvers to use to certify the users under their approval authority.

2. Annual Certification
Starting January, 2016 the Centers for Medicare and Medicaid Services (CMS) will enforce the Annual Certification
requirement for all applications supported by EIDM.

Annual Certification is the annual recurrence of the role approval process. Role approval is the process used by the
Business Owners, their representatives, Authorizers, Help Desks, or other Approvers to grant an application role to a
user who is requesting the role.

CMS.gov provides a means to record the Annual Certification actions taken for two types of roles:
a. Manually Approved Roles — The original role request requires manual approval by the user who has the
appropriate authorizing role.
b. Validated Roles — The original role request requires that EIDM compare and validate user provided data to data
maintained in a trusted resource (validation check).

When a role fails certification, it is removed from the user’s profile.
a. Manually approved roles can fail certification either because the Approver selected ‘Revoke’ for the user’s role, or
because the Approver took no action prior to the Annual Certification due date.
b. Validated roles can fail because the user provided data does not match the data in the trusted resource on the
Annual Certification due date.

The Annual Certification due date is the date that a role is due to be certified. Annual Certification is not a certification
of a User Identifier (UID) or a User’s Account.

a. The Annual Certification due date for manually approved roles is one year after the create date for the first
certification, and one year after the certification date each year thereafter.
b. The Annual Certification due date for validated roles is June 1 every year.

The Annual Certification process for any given role is the sole responsibility of the application and their Approvers. This
guide explains the Approvers’ responsibility with regards to Annual Certification for both the manually and validated
roles.

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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3. Certifying Manually Approved Roles

Approvers for manually approved roles have the ability to search for, certify, or revoke the roles assigned to the users
under their authority any time they choose via the ‘Annual Certification’ page. However, if they do not take an action by

the certification due date, then their users’ role(s) will be revoked.

This section lists the step-by-step instructions that an Approver must take to certify or revoke their users’ access as part

of Annual Certification.

The certification process is initiated with an email notification that is sent to the Approver. The notification email will

provide instructions for completing the certification for users under their authority.

the certification due date.

Please follow steps 1 to 20 to certify

Certifying Manually Approved Roles
An Approver for manually approved roles will receive an email notifying them that users under their authority are
pending Annual Certification. The initial email will be sent 30 days prior to the certification due date for users
requiring manual approval. Reminder emails will continue to be sent to the Approver 15, seven, and one day prior to

ending users’ roles for Annual Certification.

Steps

Screenshots

1. Review the email notification
that lists the number of roles
pending certification. Follow the
instructions in the email to
access the “Pending
Certifications” page to certify
users’ access.

Note: The roles pending certification
requests listed in the email will
provide you the number of pending
certifications that require your
action in the specified number of
days.

Email to Approvers - Manual Approval

From: <donotreplvi@ons.gov=

Date: Fri, Nov 20, 2015 at 4:29 PM

To:

Subject: Action Required- CMS._gov Users™ Pending Annual Certification

This is to inform you that some of your users in the <Application Name> Application for which you are
responsible are due for Annual Certification of their roles.

Youhave 237 roles pending certification in the next 30 days.
You have 210roles pending certificationin the next 15 days.
You have 203 roles pending certificationin the next 7 days.
You have 0 roles pending certificationin the next 1 day.

To review the pending certifications, please do the following:

. Login to CMS.gov using the link given below.

Navigate to the page where vou approve role requests.

Select the *Annual Certification’ link.

In the “Pending Certification’ view select the user for whom vou wish to take an action. If youdo
not find the user in the “Pending Certification’ view, select the “Search Users’ tab to search for the
user.

5. “Certify’ the user if youwish to retain the user’s role in the application.

6. ‘Reveke” theuser if you wish to remove theuser's role in the application. This will be effective
immediately.

da o

Note: If you fail to take any action, the users” role(s) will be removed on the certification due date for that
role(s).

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL=.
If vou are accessing CMS._gov from the Intemet, Go to <Internet URL>.
Thank vou,

CMS_gov

Please do notreply to this system-generated E-mail.

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.

CR 169 — Annual Certification
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2. Go to https://portal.cms.gov/ and

select Login to CMS Secure Portal.

Note: The CMS Enterprise Portal
supports the following internet
browsers:

¢ Internet Explorer 8, 9, 10,
and 11

e Mozilla-Firefox

o Chrome

o Safari

Enable JavaScript and adjust any
zoom features to ensure you are not

missing part of the screen because
the view is too wide.

CMS Secure Portal

CMS.gov l Enterprise Portal

Centers for Medicare & Medicaid Services
Health Care Quality Improvement System  Provider Resources.

CMS Portal > Welcome to CMS Portal

Home | AboutCMS | Newsroom | Archive | (€ Help & FAQs |

Learn sbout your healthcare options

Welcome to CMS Enterprise Portal _

being offered to allow the public to access a
number of systems related to Medicare
Advantage, Prescription Drug, and other
CMS programs.

~
5’

Innovalion Canter | MLMS | MCU | PECOS | Gualily Reporiing

The CMS Enterprise Portal is a gateway /

e T D I

account is required.

A
Forgot User 1D?
Forgot Password?

New User Registration

JEmad | () Print

SerenCMS Qv

CMS Secure Portal

To log into the CMS Portal a CMS user

8 Login to CMS Secure

-

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.

3



https://portal.cms.gov/

CMS.gov Quick Reference Guide for Completing Annual Certification

3. Read Terms and Conditions and
select I Accept to continue.

Terms and Conditions

Mealh Care Qually legrovement Syatem  Provider Rescerces

ONB No DE08-12% | Expetion Date: 04002017 | Peperwork Raducton At

Youme GaUsS G system, whch nckden (1) B competer, ) B computer seteonk, (1) o compulien correcind 15 B feteor,
006 (£) o devices 890 Bonge meda atached 1o Tus nefwork Or 1 8 computer On Bvs nefacd. This pommation system & provided fr U S Govermmert sudoroed
e only

Unsuorhed or iImproper use of Pes systom may resull 0 Gocphnary acson. 83 wel 23 ol a0 crminal peralies.

By vang N iInfoemation yysdem, you understand and corsent 1 Pe Lioweg

You have 20 of pevacy segwdng sy 200N O Gats YINSAAG Or $2ored 00 T rfrmation yysiem
R oty e, a0t fx 30y et G pupote. e oo gy TONEN FIIapt, 30 108D B4 SACH 20y COMPIACINON Of S0 TIrAlNg Of SXIeE O
s rlormaton sysien

Aoy tomeune shon or Cats Yansing or stived on s fommation system may be Sachsed of vsed £y ary lseAd Covermment pumose

To cortinpe. you must accept the Semms and condions. If you decing. your logn wdl sutomatically be cancelied

— G G

4. Enter your User ID and select Next.

Log In

CMS QDV Enterprise Portal

Centars for Medicare & Medicad Senices
Healm Cace Cabty impeowemant System  Providar Rescaices

Weleome to CMS Enterprise Portal

- G I

Foren U o513
P 3 B OaET R0 ol - i T RO

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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5. Enter your Password and select Log

In. CMS QOV |EnTerpr]se Portal

Canbers for Madicans & Medicaid Sen

v | Aot DS m|mru|ﬂrhu1rm-| | | L) Pree

Wealh Cace Crally Improesment Syidem  Prowider Keosroes

Weleome to CMS Enterprise Portal

Paspword _

Approvers can access the Annual Certification User Interface (Ul) in the same location where they go to approve or
reject role requests. Depending on which applications and roles an approver belongs to, the Approver can access this
interface via either “My Actions” or “My Access”.

This section includes steps to access the Annual Certification Ul via “My Access” page. Refer to the steps listed in
Appendix B for accessing this interface via “My Actions” Page. To find out which path an Approver should take to

access the Annual Certification Ul, refer to the table in Appendix A, which lists the Applications and the method to
access this interface.

6. Select My Access in the drop down

menu at the top right corner of the My Access
Welcome screen.

@ PocalHelp 8 FAGs ) Print [# LogOut  Welcome SaTESTTen Merugiah *

Note: Approvers accessing the CMS My Aecess
“Pending Approvals’ Ul via My Enterprise Portal My Prole
Actions, please refer to Appendix B.

MyPortal  PVPORSE Y

CMS Partal > My Poral

Welcome to CMS Enterprise Portal

Lisax the bk besow i raques! actess i

The Enterprise Portal combanes and displays content and forms from muliiple Systems/Appicabons
applications, supports users with navigation and cross-enlefprise search _

foalks, supports simplified sign-on, and uses role-based access and
persanalization to present each user with only refevant content and

applications. The vision of the Enlerpnse Portal is to prowide "one-stop
shopping” capabilibes bo improve cusiomer expenence and satisfachon Cﬂlllﬂ[‘.'[ HE]'I] DE'SI‘

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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7. Select Other Actions on the My
Access page.

Note: The following screenshots
show details of an approver with
Electronic Correspondence Referral
System (ECRS) Web user role in
ECRS Web certifying users under
their authority.

Other Actions

1) Pt g £ s o Pt Hlgls  Welcome GTETTmbngah = B
CMS‘ Eni e P |
berprie Poro
gov| T
Whot PYRCRILY

S Porial & BN e i i Wy B

Attess Catalog St typg ol s BREQLES My Access

Elecironee [omepondency
Relamal Sysien [ECR ) Web

| T
= ASETT P Y P R T M 2 e L ey [ o o
rau.ll\c:l;'mml:lu'm M O 90 TR R [T S
- L l
poyeepees P Easrelaie g -
L= E = P Do Rl g ks
L E £

8. You will be navigated to the View
and Manage My Access page.
Select the link for Annual
Certification on the left pane.

Note: Approvers accessing the
“Pending Approval”’ Ul via My
Actions will select the link for
Annual Certification under the My
Actions page. Please refer to
Appendix B.

View and Manage My Access
@ Pocial Help & FAQs & Prim [# Log Om

CMS |
"gov Enterprise Portal

My Portal - PV.PQRS 8 v

CMS Portal > EIDM user monu page > My Access

= My Access View and Manage My Access
& Modify Business Contact
Information Yous ane currently registered for the following application(s).
G View and Manasoe My Apolication Take an Action
Access "Add 3 Role
-t Rt:\-auo’.,. Now Application Blectronic Correspondence Referral System (ECRS) Web Remove a Role
Access View/Modify a Role

Add 2 Role
Remove a Role
View/Modify a Role

~ Requests
§ My Pending Approvals
B8 Annual Certification
B My Pending Requests

~ Administration
& View and Manage Users
@0 Lookup Uses’s Help Desk

Physican Quality and Value Programs

PSESUSTAR
View/Modify a Role

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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9. Select users one by one or in bulk Pending Certification View
(by s_electlng the Select All button) to pending Mﬁmaﬁm Visw ‘
Certify or Revoke users’ roleS. ONIY [ sl cnm o e s v sy o b st sbismons g e s 1 e
users whose roles are due for
certification within the next 30 days
will be shown initially.

You may use the Search Users tab
to search for users outside the 30
day window or to search for a
specific pending certification by e Com sk 3 b
UID, User name, etc.
oo 4

Follow Steps 13 to 19 to search and | """

certify users using the Search Users
tab.

Note: By default, the Pending
Certifications display up to 250
results and are sorted in descending
order by the Next Review Date
column. The Approver can sort the
pending certifications using the fields
along the columns.

The system uses pagination when
displaying results. The ability to
toggle through pages can be utilized
by selecting the Up Arrow, Down
Arrow, First, Previous, Next, and
Last buttons or by entering the desired
page number in the Page field.

Use Results per page to display up to
30 results per page. By default, it will
be set to 15.

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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10. Agree to the acknowledgement

statement to certify or revoke the
selected user(s). Select Certify or
Revoke to complete the pending user’s
role certification.

Note: The Certify button approves the
annual certification of the user’s
continued use of a role in your
application.

The Revoke button removes the user’s
role from the application. The user will
be notified via email when a role is
revoked.

Agree to the acknowledgement statement
Pending Certications (TR,
Pending Certification View

Only the first 250 pending certifications will be displayed. You may search for other certifications using the search tab above.

Last Name Rok Approval Based Attrbute |Last Review Date

VDOSHI
EIDMHPTEST77
DSHCUTESTE
TUSER101

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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11. You will receive a pop-up confirmation | Certifying Users
message providing the list of users
included for that action. Review the
UID, role, and Approver-based
information of the pending
certifications that are going to certified
or revoked.

Confirm your action by selecting the OK
button. Select the Cancel button to
cancel the action and to return to the
Search Users View page.

Note: Sample screen shots with the pop-
up message are shown for both Certify
and Revoke actions.

Revoking Users

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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12. You will be navigated to the Pending Successfully Certifying Users
. . - - - Pondng Certfu st m
Certlflcatlon View after certifying or Pending Certification View
revoking the roles for users under your
authority. An informational message will | 2o ... .
be displayed stating the roles have been R s o i e s N A S e

Certified or Revoked. If there are
additional users’ roles to be certified,
follow steps 1 to 10 to take action.

Note: The view screen will refresh and
the Next Review Date will be updated
for users whose roles were certified.
The users’ roles which were revoked :
will no longer be included in the = e
Pending Certifications list. ' v et e

Successfully Revoking Users
Pording Crttesns QDTN

Pending Certification View
B 1ntormanion -
i — e B

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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13. The Approvers’ user(s) whose role(s)
were removed by the Revoke action will | Email notifying user of role removal
receive an email (a Sample of such an From: donotreply@cms.hhs.gov [mailto: donotreply@cms.hhs.gov]

email is shown to the r|ght) Sent: Monday, October 19, 2015 2:05 PM
To:

Note: Subject: Your CMS.gov Application Role has been removed.
Instructions for users to regain access to
the application are provided in the Dear <First Name> <Last Name>,
email The Centers for Medicare and Medicaid Services (CMS) require that your Role, <Role Name=>, in the

' . . <Application Name> Application be approved each year. This email is to notify you that your Application
The Application Helpdesk contact Approver has removed your role.

information in the email will still refer to If you wish to regain access to your application please request the role again by logging into the CMS.gov
the App"cation in which the user had the |Enterprise Portal at <portal landing page URL>.

role If you need additional assistance contact your <Application Name> Help Desk at <ApplicationHelpdesk
email> or call <ApplicationHelpdesk phone number:.

Thank you,
CM5.gov

Please do not reply to this system generated E-mail.

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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Approvers can select the Search Users tab to search pending certifications for users’ roles under their approval
authority. Users whose roles are due for certification matching the search criteria will be populated in the search
results. The following screenshots provide step-by-step instructions for searching pending certifications and taking

action on the search results.

14. Approvers can search for pending role

certifications of users’ under their
approval authority by providing the
search criteria on the Search Users
View page.

Note: The following characters are not
allowed in any of the search fields:
Asterisk (*), Percentage (%), Double
quotation mark (), Ampersand (&), Cap
(), Less-than sign (<), and Greater-than

sign (>).

UID, First Name, and Last Name:
Enter a minimum of 2 characters in the
search field.

Application: This is a mandatory field if
you are an approver for more than one
application. Please select the
application. If you are an approver for
only one application, the application
name will be pre-selected by default and
will be grayed out.

Role: This is an optional field and
displays the roles within the application
which are under your approval
authority. If you are an approver for
only one role in the application, the role
will be pre-selected by default and will
be grayed out.

Certification Date From and To:
Enter a date in mm/dd/yyyy format, or
select a date to search pending
certifications. From date cannot be
past 365 days from the current date.

Search Users View

— —
Search Users View

Oyt et 250 panin cwrtificabiorss will b cisplayesd. You may refine your maech oiteria o find otfer owrtificaions

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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15. Select Search to retrieve a list of users
matching the search criteria. To clear the

CMS.gov Quick Reference Guide for Completing Annual Certification

Search / Reset button

TR earch hers

search criteria, select the Reset button.

Search Users View

iy o st 150 peiieg onrifeations vl b chsplayeel. Yiou sy salfren ous searc v b e ot cwifiations

=

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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16. Review the pending certifications that Search Users View Results
match your search criteria. Select users )
one by one or in bulk by selecting the R
Select All button to certify or revoke
users’ role.

Note: By default, the results are sorted
by the Next Review Date column. The
Approver can sort the search results l
using the fields along the columns. By

default, up to 250 results will be
populated. You can see all pending
certifications that are due up to the
next 365 days.

The system uses pagination when
displaying results. The ability to toggle
through pages can be utilized by
selecting the Up Arrow, Down Arrow, N S \ oo 4m
First, Previous, Next, and Last buttons Pt t

or by entering the desired page number
in the Page field.

Use the Results per page to display up
to 30 results per page. By default, it
will be set to 15. The following are the
different fields that are displayed in the
search results:

External Validation View
Arousd Certification

e corutcances QTN

. Pending Certification Vi
UID, First Name, Last Name: User e g e

information of the user who matches the
search criteria “

w:-c enou vwzxmm o) un‘y:ms
Role Name: User role for the user who
matches the search criteria

Approval Based Attribute: The role
attribute that is provided by the user at
the time of role request and is used to
identify the Approver and route the
request to that Approver.

Last Review Date: The last date Annual
Certification was completed.

CR 169 — Annual Certification
Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.

14




CMS.gov Quick Reference Guide for Completing Annual Certification

Next Review Date: The next Annual
Certification due date.

External Validation Error: Only shows
for application roles where the original
role request required that EIDM
compare and validate user-provided
data to data maintained in a trusted
resource. It will be displayed only when
the trusted resource validation fails.

Select the double arrow in the top
right corner to expand the table view
to see all populated columns.

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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17. Agree to the acknowledgement Agree to the acknowledgement statement
statement to Certify or Revoke the h—_n
selected user(s). Select Certify or
Revoke to complete the pending user’s
role certification.

Note: The Certify button approves the
annual certification of the user’s aDaD
continued use of a role in your
application. The Revoke button removes
the user’s role from the application. The
user will be notified via email when a
role is revoked. The Cancel button
clears the search and navigates the
Approver back to the Pending
Certification View.

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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18. You will receive a pop-up confirmation
message providing the list of users Certifying Users
included for that action. Review the
UIDs, role, and approver-based
information of the pending certifications
that are going to certified or revoked.
Confirm the action by selecting the OK
button. Select the Cancel button to
cancel the action and to return to the
Search Users View page.

Note: Sample screen shots with the pop-
up message are shown for both Certify
and Revoke actions.

Revoking Users

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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19. You will be navigated to the Search
Users View after certifying or revoking
the roles for users under your authority.
An informational message will be
displayed stating the roles have been
certified or revoked. If there are
additional users’ roles to be certified, or
to start a new search, follow steps 13 to
16.

Successfully Certifying Users

o Informuation
Search Users View
N
L st 1 homet J
Ko L - St 15 Ok U
Successfully Revoking Users
A Erdomustica I
Search Users View
ity
e
AN TmaniRil b I Pl L

&

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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20.

You will receive an email when
either the Approver revokes the role
access, or when no action is taken
by the Annual Certification due date
and the system removes the user’s
role.

Note: Instructions for regaining
access to the application are
provided in the email.

Email to User - Manually Approved Roles
From: donotreply@cms.hhs.gov [mailto: donotreply@cms.hhs.gov]
Sent: Monday, October 19, 2015 2:05PM
To:
Subject: Your CMS.gov Application Role has been removed.

Dear <First Name> <Last Namez>,

The Centers for Medicare and Medicaid Services (CMS) require that your Role, <Role Namez>, in the
<Application Name> Application be approved each year. This email is to notify you that your Application
Approver has removed your role.

If you wish to regain access to your application please request the role again by logging into the CMS.gov
Enterprise Portal at <portal landing page URL>.

If you need additional assistance contact your <Application Name> Help Desk at <ApplicationHelpdesk
email> or call <ApplicationHelpdesk phone number>.

Thank you,
CMS.gov

Please do not reply to this system generated E-mail.

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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4. Validated Roles

This section provides sample email notifications received by the Approver, Business Owner, and End User when
validated roles do not pass account validation as part of Annual Certification. Please note that validated roles are
certified by the system, and approvers need not take any action in certifying or revoking the roles. The next level
Approvers and Business Owner of an application are notified about the users who failed the validation check. Please
refer to the Introduction section of this document for an explanation and additional details on this type of certification.

Validated Roles require that EIDM compare and validate user provided data (data provided at the time of role request)
against the data maintained in a trusted resource (Validation Check). When Validation Check fails because of the user
data not matching data in the trusted resource, an Approver or Business owner will receive an email notification.

Please see steps 21 to 23, to view email notifications for Validated Roles pending Annual Certification.

Function

Sample Email

21. Approvers who are responsible for

users with validated roles will
receive the initial email 90 days
prior to the Annual Certification
due date. This email will include
the users and roles which failed the
validation check. Reminder emails
will continue to be sent if the
user(s) did not pass the validation
check 60 days, 30 days, seven days,
and one day prior to the Annual
Certification due date.

Note: If the user’s account failed
validation check by the certification
due date, their role will be removed
and the user will be notified by
email.

If the user’s account passed
validation check, then the role
passed Annual Certification until
the next certification due date. No
emails are sent to either users or
Approvers in this case. Approvers
are responsible for taking action to
correct data in the trusted resource
by the certification due date.

Email to Approver - Validated Roles

From: "donotreply@cms.gov" <donotreply@cms.gov>

Sent: Monday, November 23, 2015 10:06 AM

To:

Subject: Action Required: Your CMS.gov application users' auto approved roles have failed validation

You are receiving this notification because some of your users for which you are either directly or
indirectly responsible for, failed an external data source validation as part of Annual Certification.
The user details are attached. |

Please ensure that the validation data matches for these users. If no corrective action is taken the
user(s) will fail Annual Certification and their role(s) will be removed on the certification due date for
that role(s)

Thank you,
CMS.gov
Please do not reply to this system generated E-mail.

CR 169 — Annual Certification

Ifyou have questions about the or need assistance regarding Annual Certification, please contact your Application Help Desk.
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22. Approvers who are responsible for
users who have validated role(s) will
receive an email informing them of
their users’ role removal, when a
validated role fails Annual
Certification due to failing the
validation check.

Note: Instructions for regaining
access to the application are
provided in the email.

Email to Approver - Validated Roles

From: <donotreplvi@cms gov=

Date: Fri, Nov 20, 2015 at 4:29 PM

To:

Subject: Your CMS. gov users” roles have been removed.

The following Users®, for whom vou are listed as the Business Owner or Approver, have failed Annual
Certification and their role(s) have beenremoved. The user details are attached.

Users who wish to regain access to their applications can request the role again by logging into CMS. gov
using the link given below and requesting the desiredrole.

If you are accessing CMS_gov from CMS Net, Go to <CMS NET URL>.
If vou are accessing CMS.gov from the Intemet, Go to <Intemnet URL=,
Thank you,

CMS.gov

Please do notreply to this system generated E-mail.

CR 169 — Annual Certification
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23. Users with validated roles who
failed Annual Certification will
receive an email notifying the user
of their role being removed.

Note: Instructions for regaining
access to the application are
provided in the email.

Email to User - Validated Roles

From: <donotreplviicms gov=

Date: Fri, Nov 20, 2015 at 4:29 PM

To:

Subject: Your CMS.gov Application Role has beenremoved.

Dear <First Name> <Last Name>,

The Centers for Medicare and Medicaid Services (CMS) require that vour Role, <Role Name>, in the
<Application Name> Application be approved each vear. This email is to notify you that your role hasnot
been approved and has beenremoved.

If yvou wish to regain access to your application please request the role again by logging into CMS.gov
using the link given below and requesting the desired role.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
If you are accessing CMS.gov from the Intemet, Go to <Internet URL>.

If vou need additional assistance contact your <Application Name> Help Desk at <Application Helpdesk
email> or <Application Helpdesk phone number=.

Thank vou,
CMS.gov
Please do notreply to this system generated E-mail.

CR 169 — Annual Certification
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5. Account Review
This section provides a brief overview of the account review process for CMS.gov applications.

Account Review is a process of checking the users’ accounts for the existence at least one (1) Application Role.

Function

Explanation/Sample Email

24,

EIDM automatically performs
calendar-driven account reviews in
March and October, as shown in the
chart to the right.

Note: Refer to Appendix C for an
explanation of the included terms
(i.e., locked, inactive, etc.)

Account Review Chart

‘EIDM Checks performed (In order) _ Next Step/Action Taken y

Does the account have a role? Yes Account review passes. No further action iz required.
No

No Proceed tothe next step.

Proceed tothe next step.

Account review passes. No further ationisrequired.

Has the account been inactive for 180 B9
days or more but less than 360 days?

Account Reviewfails. User iz notified by Email and may
unlock their account in EIDM to regain access.

No Proceed tothe next step.

Has the account been inactive for 360 R
days or more?

Arcount Reviewfails andthe accountizdeleted. The User
iz notified by Email and may re-registerin EIDM.

25.

In the event an account fails review
at 180 days, the account will be
locked and an email will be sent to
the user.

Note: Locked users can unlock
their account using the self-
service function by answering the
challenge questions that they had
set up at the time of registration
and resetting their password.

Email - Account Review 180 Days
From: <donotreply@cms.gov=>

Date: Fri, Nov 20, 2015 at 4:29 PM

To:|

Subject: Your CMS.gov Account has been locked.

Dear <First Name> <Last Name>,

The Centers for Medicare and Medicaid Services (CMS) periodically review CMS._gov User Accounts for
compliance with CMS security polidies.

Qur records indicate that vou donot have a role in any CMS.gov Application and vou have not logged
into CMS.gov for <number of days of inactivity> days or more. Due to this, vour account, <User ID>, has
been locked.

To unlock your Account, please login to CMS.gov using the link given below and follow the on-screen
instructions.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL>.
If you are accessing CMS gov from the Intemet, Go to <Intemet URL=>.

Thank you,
CMS.gov
Please do notreplyto this system generated E-mail.

CR 169 — Annual Certification
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26.

In the event that an account fails
review at 360 days, the account will
be deleted and an email will be sent
to the user.

Note: The email will include
instructions to regain access to
CMS.gov by registering for a new
user account.

Email - Account Review 360 Days
From: <donotreplv@eoms gov>
Date: Fri, Nov 20, 2015 at4:29 PM
To:
Subject: Your CMS. gov Account has been deleted.

Dear <First Name=><Last Name=>,

The Centers for Medicare and Medicaid Services (CMS) periodically review CMS_gov User Accounts for
compliance with CMS security policies.

Ourrecords indicate that vou do not have a role in any CMS.gov Application and vou have not logged
into CMS.gov for <number of days of inactivity> days or more. Due to this, your account, <User ID=>, has
been deleted.

To regain access to CMS.govand it's Applications vou may register for a new Account by accessing
CMS _gov using the link given below and selecting the New User Registrationlink.

If you are accessing CMS.gov from CMS Net, Go to <CMS NET URL=>.
If you are accessing CMS.gov from the Intemet, Go to <Intenet URL>

Thank vou,
CMS_gov
Please do notreply to this system generated E-mail.

CR 169 — Annual Certification
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APPENDIX A: Annual Certification Link

Approvers can access the Annual Certification Ul in the same location where they go to approve or reject role
requests. Depending on which applications and roles an approver belongs to, the Approver can access this interface
via either “My Actions” or “My Access”. The figure below shows the path an Approver should take to access the
interface, depending on the Application(s) in which he/she has approval roles.

Applications via the ‘My Access’ page Applications via the ‘My Actions’ page

GENTRAN CPC ZONE

CSR ECRS ASETT

MDR CGS Mcu

MED FCSO OPENPAYMENTS

BPX NSI IC
MACPRO

TMSIS

ISV PSR
HPG PVPQRS
COoB MAMA
VMS ucm
Connexion ELMO
eRPT

Figure 1: Approver Certification Link Usage per Application
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APPENDIX B: Accessing Pending Certification Using My Actions Screenshots
This appendix explains the steps that Approvers must take to access the Pending Certifications Ul from the “My
Actions” link.

Corresponding with Step 4: Select My
Actions in the drop down menu at the My Actions
top right corner of the Welcome screen.

@ ronsl g 8 A i) Prini [ LogOut  Webcome HDUEghtyNine last

My Actions
My Malposh

CMS$ p
"gov Enterprise Portal

My Access
Portal  MLMS ¥
o My Profie

L By ik sl iy el BECE%S
The Enterpnse Porial combines and displays conbent and fomes from muliple Syhlera Ao abier

Apphations, supports users with ndnagation and cross-enlerprise searh
Ioails, supports simplSed sign-on, and uses role-based acoess and
personalization to present each user with only relewant content and

CUS Portal > My Portal

Welcome to CMS Enterprise Portal

Risgquast Aocirid Ko

appheations. The vision of the Emerprs Poital i 1o provade “ane-siop

Contact Help Desk

shopping” capabiliies 1o improve customer expenence and satisfachon

Corresponding with Step 6: Select the
Annual Certification link on the My Annual Certification Link
Actions page. CMS Portal > EIDM usermenupage > My Actions

Screen reader mode OFf | Accessibiity Setings
-

s

My Actions

Pending Approval Summary View
Pangng Aporovals There ore 00 pending tolé 16Quests in your quive 12 B¢ pprovid of rejecisd
R
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APPENDIX C: Important Terminology

Below are some important terms related to Annual Certification and account reviews:

Inactive — The user has not logged into either their Application or EIDM for 60 days or more.
Locked — The user is prevented from logging in to any application. They may log in to EIDM.
o The user’s account will be locked following 60 days of inactivity.
o To unlock an account, the user must log in to EIDM, answer their challenge questions, and reset their
password.
Deleted — The user’s account may no longer be used for any purpose. The user must register again.
o Account deletion occurs upon failure of account review when both statements below are true:
= The user’s account does not have a role in any application; and
= The user’s account has been inactive for more than 360 days.

CR 169 — Annual Certification
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